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Abstract:  Transitive signature was first introduced by Micali and Rivest in 2002 to meet the need of certain applications like

signing a chain of command, a chain of certificate or transitive binary relations. Unfortunately, all the transitive signature schemes avait

able are undirected ones and can only be used in the case of equivalence relation. The problem of finding a directed transitive signature

scheme remains a very interesting open problem. In this paper, an efficient total ordering directed transitive signature scheme is pro

posed and its security against adaptive choserr message attack is proved. In the proposed scheme, the part B, of signature is limited

from 0 to g/2to prevent an adversary from forging (v, u)’ s signature with the knowledge of (u, v )’ ssignature, and thus achieve the

directed property. A solution for signing any directed transitive binary relation is presented by combining the poposed scheme with the

undiected transitive signature schemes available.
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2 (31 , ’
G(V, E)( . + A
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Alice G R At = False. R a b s c
ice (u,v), (v, w) s A, s “ False” .
(u, w) s Alice 3
s 1 4 (Ks,Kp, M,
s 1 ;2 S),2 (©, 0 3 (TKG, TSig, TVer) ,
;3 s Ks ,Kp .M (
) ), S ,2 3
© O:MxM M M , M
2002 , ,
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, ) ® TSig: Ksx M S s
" , ks m, 0, . ,
) ks, TSigk, (M, ©) (S, ©)
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®TVer: Kpx Mx S~ {1, 0} ,
’ > s ky m o, 0 m
1, 0.
, Johnson (31 (' homomorphic signa-
ture) , s ’
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ture) , ,
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2 (5) ( Composing edge signatures) (i,j)
’ ; (i.J. az By) (k) (J k. o Bie) s
A (i, k) (i, k, a, Ba),
, A az= o+ Gx(mod q), Bg= B+ By (mod ¢)
(advantage) Adv A R ( ) , (i)
Adv A = PefA™EE) = (1 6, ) A TVer(m, 0,)= 1 (j.i) ( ),
/\méESUan@{ml, ma, -, my}] MRO2
{mi, ma, -, mgf . k (i), j=k
(k,j), i=1
®(i,j) O(k, 1)=4 (L j), i=k
(i, k), j=1
® False, Otherwise
) ® 0; @0y= O = (x,y, Ay, By ),
(x.y)=(i.j) O(k,l)
® m n 0, O, m On= aj+ o, j= kVi=1
x, 0,= 0, @0, Ay=9 aj— A, i=kVj=1 (modq)
TVer(kp,x,0,)= 1. Fase , Otherwise
® Bj+ B, j=kVi=1
© By={Bj- By i=kVj=1 (modgq)
False, Otherwise
3 (MR02) Micali  Rivest [1] MRO2
Micali  Rivest " )
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(1) (User setup) )
( ) /a1
, , MR02 ,
- gl (p-1) P )
- Z, q G, g h psq gl(p-1 .g h Z, q
h g Gy ’ h g
(2) (Creating a new vertex) Alice
) M A , A M
- n , n I , A q/2
_ X yn € Z, vn= ghéa(mod p): w, V(uv)EM W< Wy
- :“ n ,
Un . ”( , Up A x Zw B,
s Xn  Yn Alice ) KG, Sig, Ver, k.
(3) (Signing the edge( i, 7)) i Ks Kp
j (i,]) , Alice 4 , M A

(i) % By)
= xi= x;(mod q), By= yi= yj(mod ¢)
(4) (Verifying an edge signature)
(i.))
v;= ngay‘hﬁﬁ( mod p )

, S= Bx Bx Z,x Z,,
® TKG: {0, 1)*7 Ksx Kp
KG, 1
, ky.
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y € Z,,
Xu, 2y € Zy
Vo= gk “u(modp), V,=
v, V,
Ou= Sig( ke, (u, Vi), 9= Sig( ks, (v, V)
v >
).

A= %y— %(mod q), Buw= wy— wy(mod q)
(u,v) Ouw= TSig( ks, (u, v))= (04

® TSig: (u,v) EM

Xyt w

g7 “u(mod p)

u

(

0y,
Bu)

® TVer
TVer(k,, (u,v), Ow)= 1<
Ver(ky, (u, Vu), 0.)= 1IN (Ver(ky, (v, V), 0,)=1
NV,= V,,gazthzw(mod p)A B,, € (0, ¢/2)

e ® M s Vi(uv) (s t)EM,
(u,t), v=s
(s,v),
(v.t),
(t,v),
(u,s),
(s, u),
False,

u=1
S, WS> Wy
(u,v) O(x,1)= S, WS> Wy

=1, w,> wg

=1, Ws> Wy

Otherwise
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False,

Qup+ Oz,

v= S
u=1
= s,By> Bu
=s,B,> 8,
t, B> By
= ¢, By> Bu

Otherwise

(Ox, O})z

v=sVou=1t
sVo= t, Bm,> Bs,
sVu= 1, By> By

Ay — Ay, u=

Oy = (mod q)

A= Aoy

u=

Otherwise
v=sVu=t
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SV1)= t, Bst> Bw:

False,
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Buv_ Bst,
th - Bm}y
False,

Otherwise
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